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Fraud landscape

Why novel sources
of data?

Case study

Can novel data help
predict synthetic
fraud?
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Synthetic fraud is one of the fastest-growing financial crimes
and often goes undetected because it doesn't impact real
individuals who would report suspicious activity.

Diverse and holistic data views help identify inconsistencies,
detect anomalies and reduce vulnerabilities single-source
checks cannot address.

US Market

Situation Public records serve as an anchor to real-world identities and,
when leveraged for fraud prevention, can expose discrepancies
and highlight stability indicators that synthetic identities lack.

Financial services institutions must find ways to create layered
defenses against synthetic fraud and strengthen the identity
verification process.
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Understanding the fraud landscape is more
complex than ever

|dentity verification Document verification

Digital identity risks OTP & step-up
Device reputation User interaction
Omnichannel fraud Manual reviews

Organizations must
strike a balance
between the coverage

and fragmentation of
their overall fraud
strategy portfolios




Mitigating fraud has become an expensive business problem

- A
The estimated cost to businesses
globally due to fraud, including
losses, prevention tools
and headcount is $5.4 trillion’

N y
4 A
For every $1 lost to fraud now costs
banks $4.36 in related expenses,
such as legal fees and recovery?®
\_ y
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"Top Ten Fraud & Identity Trends in 2024,” Fraud.com
"The E-Commerce Conundrum: Balancing False Declines and Fraud Prevention,” Datos Insights
“Survey finds fraud costs rising for banks,” ABA Banking Journal, Nov. 16, 2022
2024 Anti-Fraud Technology Benchmarking Report. ACFE & SAS

-
Approximately two of every three
sales transactions are misidentified

as false positives, costing
businesses $443 billion?

N

-

About 59% of organizations
surveyed expected to increase their
budgets for anti-fraud technology over
the next two years*




Building a broader identity graph by connecting people’s offline and online
identities can help to reduce complexity

Breadth Graph Metrics

143M 131 M+ « 15 identifiers per individual

) A US households
IP addresses linked |_|_L|
to US households <(?)) - 45 identifiers per household
g ) oM+

1.1B+ US adults (18+)

US device IDs o

« 200+ demographics
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Online US email
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Platform
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The hypothesis:

Leveraging public records and digital alternative/telephony
data to incorporate proven indicators of life in predictive
modeling suite will enhance fraud capture.



Synthetic identity fraud continues to rise, indicated by both incidence rates
at origination and total lender exposure

Synthetic ID Incidence on Inquiries Aggregated Exposure From Synthetic IDs
Synthetics for credit inquiries Lender exposure of synthetic identities
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Note: Previously reported synthetic fraud data may differ from what’s currently being provided due to delayed reporting (account information not available the moment they are opened), different
reporting schedules (lenders update bureaus once every month but each reporter sets its own schedule).

@ Sources: TransUnion Credit Database 8



Providing data source optionality can improve fraud outcomes

Leverages one individual’s Leverages a network of related Leverages identity network,
credit history to evaluate IDs to identify anomalous assets, bankruptcy, judgements,
patterns of synthetic creation identity indicators socials and business data
B FCRA Synthetic Model M GLBA Synthetic Model Predictive attributes

Digital attributes

New Joint Synthetic Fraud Model
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TransUnion consolidates data from 10K+ public and proprietary feeds into a

single, trusted source that powers digital and identity solutions

M Identity data Public records data Digital data

Sessions IP address Operating SIM Swap

fingerprint ownership

Criminals Bankruptcy Judgements || Deceased Watchlists

Na
Names
Ad Al
Addresses Aliases
Ph Ss
Phone SSN
Bd Re
Birth dates Relatives
Em Ka
Emails Associates

US business | | World bus. | |Corporations' | UCC filings Principals Employees
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Personal
Property

Sm

Social media

Br

Business
Property

Ve

Vehicles

De

Deeds

Vi

Vessels

Lc

Licenses
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Public records data has characteristics that are
predictive of ‘real’ living identities

Top Living Characteristics

Lift and capture rates for synthetics contained in sample Living characteristics are
attributes that are more often

No relatives & 27%

no associates 7.6x present for living people (see
No relatives 39% | 5.2x chart).
No voter registration & o . .
no vehicle registration B 33> * No silver bullet: Many
0 . . :
No associates 399" 2 4x iiﬁ I% Sé'glt:;‘tllgss synthetic IDs were reglstered
to vote and had a vehicle
No vehicle registered 65% 2.2x registered!
No voter registration 64% 2x
Ruled out: 99.99% of
No property ownership 93% 1.5x Synthetic IDs had no open
No bankruptcies open 100% 1x bankru ptCIeS'
0 2 4 6 8
Lift

(Increased prevalence to be synthetic identity)
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Digital data sources pick up on many identity characteristics that are
indicative of a synthetic identity

Top Distinguishing Characteristics
Lift and capture rates for synthetics contained in sample

New E-KEY (<60 days)

No DOB, 1 name

Low confidence tier &
sparse identifiers

Low address linkage score

18+ SSNs linked to
primary address

2+ drivers licenses

4+ EKEYs sharing SSN

Synthetic data — The identity
is associated to what is likely
fake or manipulated data that's
not consistently represented
together

25% 7.6x
4% 7.3x
3% 6.7x
2% 4.2x
6% 6.9x
2% 3.7x
1% 2.7x
2 3 4 5 6 7 8

Lift
(Increased prevalence to be synthetic identity)

Identity seeding — The
identity is associated to
multiple pieces of sensitive PlI
that have likely been used to
enrich the persona and
credibility of their identity
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Let’s look at an example...
Using data traditionally available in identity risk models

Identity-matched credit Identity-matched credit
header: Yes header: Yes

Credit file age: 50 years old Credit file age: 50 years old
Name(s) associated: 10 Name(s) associated: 1
DOB(s) associated: 2 DOB(s) associated: 1

ID(s) sharing this SSN: 4 ID(s) sharing this SSN: 2

Consumer 1 Consumer 2

Which consumer is
the synthetic?

1 or 2




Let’s look at an example...
Layering orthogonal public records data

Assets

Identity-matched credit
header: Yes

Credit file age: 50 years old
Name(s) associated: 10
DOB(s) associated: 2

ID(s) sharing this SSN: 4

Relative(s): 3
Property owner: Yes
Registered to vote: Yes

Consumer 1

Identity-matched credit
header: Yes

Credit file age: 50 years old
Name(s) associated: 1
DOB(s) associated: 1

ID(s) sharing this SSN: 2

Relative(s): 1
Property owner: No
Registered to vote: No

Consumer 2

Which consumer is
the synthetic?

1 or 2




Let’s look at an example...

Adding identity linkage attributes through digital records data

Assets

Digital

Identity-matched credit
header: Yes

Credit file age: 50 years old
Name(s) associated: 10
DOB(s) associated: 2

ID(s) sharing this SSN: 4

Relative(s): 3
Property owner: Yes
Registered to vote: Yes

SSN(s) linked to primary
Address: 1

Consumer 1

Identity-matched credit
header: Yes

Credit file age: 50 years old
Name(s) associated: 1
DOB(s) associated: 1

ID(s) sharing this SSN: 2

Relative(s): 1
Property owner: No
Registered to vote: No

SSN(s) linked to primary
Address: 205

Consumer 2

Which consumer is
the synthetic?

1 or 2




Let’s look at an example...

Novel data can help distinguish synthetic fraud

Assets

Digital

Identity-matched credit
header: Yes

Credit file age: 50 years old
Name(s) associated: 10
DOB(s) associated: 2

ID(s) sharing this SSN: 4

Relative(s): 3
Property owner: Yes
Registered to vote: Yes

SSN(s) linked to primary
Address: 1

Legitimate
identity

Identity-matched credit
header: Yes

Credit file age: 50 years old
Name(s) associated: 1
DOB(s) associated: 1

ID(s) sharing this SSN: 2

Relative(s): 1
Property owner: No
Registered to vote: No

SSN(s) linked to primary
Address: 205

Synthetic
identity

Very difficult to classify
these identities as
synthetic using
TransUnion credit header
data alone: The credit file
is 50 years old!

Without signals available
from public records and
digital data, this synthetic
identity would go
undetected.
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@ Performance cohort

Analys is: Synthetic identities that opened tradelines after
Can new models that September 2021

incorporate public

records and digital New synthetic fraud models analyzed
attributes from

: ' I
TransUnion Public records only

OneTru™ [dentity Digital attributes only
Graph optimize B Joint Synthetic Concept
performance in

predicting synthetic Baseline models for comparison

identity fraud?
B In-Market FCRA Synthetic

B In-Market GLBA Synthetic

© 2025 TransUnion, its subsidiaries and/or affiliates. All Rights Reserved. 17




Alignment on the language and metrics used to assess and optimize fraud
performance is critical

O}

How many incorrect What percentage of How many What percentage of
predictions are all fraud is being transactions get fraud predictions
made for every identified? flagged as end up being fraud?

correct fraud suspicious?
prediction?
(Lower is better) (Higher is better) (Lower is better) (Higher is better)




Joint Synthetic Concept Model reduces false positives and captures more
synthetic identities when reviewing the same volume

False Positive Rate Fraud Detection Rate
How many incorrect predictions are made for every What percentage of all synthetic identities is successfully
correct prediction? identified?
12 - o 27% higher
RS 9.75 925 26% decrease in 0% fraud catch 82%
T 9 - false positives 75% A
o) o 64%
= < o -
=P 5.32 ~_ o 0%
o 3.93 L 45% 1  37% 39%
3 3 1 K
= 8 30% A
L o
0 15%
Public Digital In-Market Joint Public Digital In-Market Joint
Records GLBA Synthetic Records GLBA  Synthetic
Synthetic  Concept Synthetic Concept

Comparisons made at a fixed review volume — 2% of all observations.
All metrics are computed using a Dataset that contains 170,850 identities, 850 of the identities are Synthetic (0.50% Synthetic Identity Fraud Rate).

@ Based on internal TransUnion analysis 19



Joint Synthetic Concept Model requires significantly fewer manual reviews
to identify the same amount of fraud with a higher hit rate

Review Rate Hit Rate
How many transactions get flagged as suspicious? What percentage of fraud predictions turns out to be fraud?
100% -
4% 17 3.7% % 117% higher
3.3% “correct” synthetic 77%
< 39, A 53% fewer 75% - prediction rate
o applicants being
Is reviewed 9
e i S 50% -
: 2% @ 36%
2 &
= 0
0 1% - 0.7% = 25% A
© " -0 T 0.3% = 7% 10%
0% 0%
Public Digital  In-Market Joint Public Digital  In-Market Joint
Records GLBA  Synthetic Records GLBA  Synthetic
Synthetic  Concept Synthetic Concept

Comparisons made at a fixed fraud capture/synthetic identity detection/recall — 50% of all Synthetic Identities
All metrics are computed using a Dataset that contains 170,850 identities, 850 of the identities are Synthetic (0.50% Synthetic Identity Fraud Rate).

@ Based on internal TransUnion analysis 20



The types of data public records add to the model

are critical ‘proof-of-life’ indicators

Top 15 Features of Joint Synthetic Concept

Consumers sharing Name and DOB

Max authorized users tied to consumer's SSN

Age of Consumer at Credit File Creation

Age of Consumer's Credit File

Mean DOB source entropy last 12 months

Count of addr. first reported for others in 6M

% of relatives who have applied for bankruptcy
Number of AUTH USERS tied to consumer's SSN
Number of addreses on consumer's file

Count of people attributed to provided input SSN
Maximum Number of Consumers sharing address
Avg. Months between the Address First Report date
Entropy of names associated with E-KEY

Number of consumers sharing Primary Phone Number

Maximum Tenure at the addresses on consumer's file

0.9%
0.9%
0.8%
0.8%

I Identity attributes

Digital attributes

Public record attributes

31.3%

&

* Qver half of the model features are
from novel sources of data

* 81% of the performance gain is
attributed to identity features

Top digital attribute

Number of consumers with whom
consumer is sharing name and DOB

Top public records attribute

% of relatives who have applied for
bankruptcy




The new Joint Synthetic Concept Model
identifies a broader range of identities
compared to existing models

% of New ldentities Detected by Joint Synthetic Concept
Model Compared to In-Market GLBA Model

5% | - 64.7%
60%
45%
30%

15%

% New ldentities Detected

0%

RN

OO ONMNTOLOMNMONMNTLOULOONMNTLOOOONMNNTLOO MIN

T ANNNOOSTFT IO OO ONNODOIDD DD
Review Rate (%)

Have you assessed
the efficacy of your

current strategy
against recently
identified complex
fraud?




The new model shows significant performance
in customer case study on charge-off losses

Charge-Off Risk Comparison

—o—|n-Market FCRA Synthetic —e—In-Market GLBA Synthetic
—e—Joint Synthetic Concept  ----- Baseline (No Model) Can the Joint Synthetic

8% 3% Charge-Off Rate for Concept MOde.I .
the riskiest 0.50% -- 40% outperform at identifying
6% higher than the existing In- high-risk appncants (not

Market GLBA Synthetic!
4%

necessarily synthetic
identities)?

2%

Cuml. Charge-Off Rate (%)

0%
0.00% 0.25% 0.50% 0.75% 1.00%
Review Rate (%)

Sample: 3MM observations; 0.62% Baseline Charge-Off Rate (%)
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Each synthetic fraud model captures different types of synthetic
IDs more effectively

Synth ID 1

* High risk according to credit tradeline data
« Consumer ID was created via an authorized tradeline (tradeline is now

In-Market In-Market Joint terminated); elevated proportion of tradelines associated to consumer
FCRA GLBA  Synthetic were authorized user tradelines
Synthetic Synthetic Concept

Cumulative Distribution lllustration

Synth ID 2

62% 72% » High risk according to credit header data
» Newly created credit file; consumer was 40 years old at time of credit
file creation; two other consumers sharing same [name + DOB]

Synth ID 1

67%

Synth ID 2 25%

Synth ID 3

* High risk only when all data source signals are combined!

» No authorized tradelines, relatively old credit file, consumer identity
has “living characteristics” but no driver's license associated to the
consumer and 10+ names associated

Synth ID 3 6% 29% 87%

The numbers above represent each scores’ respective CDF (“Cumulative Distribution”), 90% indicates that 90% of the records had a score less than or equal to that identity

D) 24
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« Bringing all relevant data together can lead to higher
performance and less fragmentation

» The combined datasets could be highly predictive of
additional credit abuse issues like bust-outs or

If this interests credit washing

you...

» Leverage TransUnion Analytics Consulting to
assess targeted issues in joint research
— Benchmark synthetic exposure against peers
— Incorporate our synthetic performance on top of
internal fraud performance
— Custom model that accounts for losses

© 2025 TransUnion, its subsidiaries and/or affiliates. All Rights Reserved. 25
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